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Using Simulations for
Vulnerablility Assessments

RhinoCorps

Presented by: Dan McCorquodale



http://www.rhinocorps.com/vanguard

Overview

A RhinoCorps

I Developer of Simajin/Vanguard
APhysical Security Simulation Software

I Provides simulation service and support
ADOE
ADOD
ADHS
AForeign Governments
I Participates In
AWINS
AINMM




Wh a t SI mul at i oﬂhﬁlﬁ@m

A Simulations are not a crystal ball

I They do not tell you when or how an attack will
occur

I They do not eliminate the need for people

A Simulations are not a turnkey solution
I They still require security personnel to do their job

I They do not eliminate the need for force-on-force
exercises

I They do not eliminate the need for performance
testing




Security Systems Are Complex Rhiﬂﬁorps

A Simulation is used to identify and understand
the interactions and relationships within a
complex system

I People can understand and analyze system
components, but are limited by scope, scale and
personal biases

I Computer simulations offer objectivity, and they can
operate at much greater scope and scale



How Are Simulations Used Rhinﬁorps

A Pathway Analysis

I Used to determine most vulnerable pathways for
an adversary

I Probability of Detection (P,)

A Neutralization

I Used to determine outcome of combat for a
specific attack scenario

I Probability of Neutralization (P,)
A System Effectiveness
1 P.=PyxP,




Other Uses for Simulation Rlllllﬁ

Orfs

S

A Training
A Tabletop exercises |
A Insider analysis

A Site visualization
A Sensor coverage

L —



Using Simulation for Rlllllﬁ
orjs

Neutralization

A Collect data about - -
I Site
I Defense /
I Threat

I Barrier delay
I Weapon effects

A Measure performance u—
I Response times
I Detection probabilities

Vulnerability
Assessment Tool




Preparing the Simulation Rhinﬁﬂﬂls

A Model the facility

I Buildings, barriers, security layers, roads, and
terrain

A Model the defense

I People, vehicles, weapons, equipment, sensors,
response plans, and tactics

A Create attack scenarios

I People, vehicles, weapons, equipment,
objective(s), and tasks




Using the Simulation

A Execute simulation(s)
A Collect and analyze study results
A Refine facility, defense or scenarios
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Process Rhillﬁms

A It is iterative in nature
I Ongoing collection of performance data
I Faclility modifications
I Changes In threat
I Changes in defense posture

A The process itself has value

I The process requires you to better understand the
system

I Seeing the system in action gives you insights to
the complex interactions within the system



What Do the Results Tell You Rhinﬁﬂﬂls

A Protective Force win or loss

A Lethal force
I Number of deaths
I Shots fired
I Per individual

A Layered security
I Timeline
I Penetration
I Attrition




