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Overview

ÅRhinoCorps
ïDeveloper of Simajin/Vanguard
ÅPhysical Security Simulation Software

ïProvides simulation service and support
ÅDOE

ÅDOD

ÅDHS

ÅForeign Governments

ïParticipates in
ÅWINS

ÅINMM



What Simulations Donôt Do

ÅSimulations are not a crystal ball

ïThey do not tell you when or how an attack will 

occur

ïThey do not eliminate the need for people

ÅSimulations are not a turnkey solution

ïThey still require security personnel to do their job

ïThey do not eliminate the need for force-on-force 

exercises

ïThey do not eliminate the need for performance 

testing



Security Systems Are Complex

ÅSimulation is used to identify and understand 

the interactions and relationships within a 

complex system

ïPeople can understand and analyze system 

components, but are limited by scope, scale and 

personal biases

ïComputer simulations offer objectivity, and they can 

operate at much greater scope and scale



How Are Simulations Used

ÅPathway Analysis

ïUsed to determine most vulnerable pathways for 

an adversary

ïProbability of Detection (Pd)

ÅNeutralization

ïUsed to determine outcome of combat for a 

specific attack scenario

ïProbability of Neutralization (Pn)

ÅSystem Effectiveness

ïPe = Pd x Pn



Other Uses for Simulation

ÅTraining

ÅTabletop exercises

ÅInsider analysis

ÅSite visualization

ÅSensor coverage



Using Simulation for 

Neutralization

ÅCollect data about

ïSite

ïDefense

ïThreat

ïBarrier delay

ïWeapon effects

ÅMeasure performance

ïResponse times

ïDetection probabilities
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Preparing the Simulation

ÅModel the facility

ïBuildings, barriers, security layers, roads, and 

terrain

ÅModel the defense

ïPeople, vehicles, weapons, equipment, sensors, 

response plans, and tactics

ÅCreate attack scenarios

ïPeople, vehicles, weapons, equipment, 

objective(s), and tasks



Using the Simulation

ÅExecute simulation(s)

ÅCollect and analyze study results

ÅRefine facility, defense or scenarios



Process

ÅIt is iterative in nature

ïOngoing collection of performance data

ïFacility modifications

ïChanges in threat

ïChanges in defense posture

ÅThe process itself has value

ïThe process requires you to better understand the 

system

ïSeeing the system in action gives you insights to 

the complex interactions within the system



What Do the Results Tell You

ÅProtective Force win or loss

ÅLethal force

ïNumber of deaths

ïShots fired

ïPer individual

ÅLayered security

ïTimeline

ïPenetration

ïAttrition


